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Introduction



Introduction
Using Envoy with TLS for SIP provides secure, 
flexible control over SIP traffic encryption, 
allowing custom SSL/TLS configurations.
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Basic understanding

Envoy
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https://www.envoyproxy.io/

Envoy is a modern, high-performance proxy, designed to handle both Layer 7 (Application Layer) 
and Layer 4 (Transport Layer) traffic. It is widely adopted for use cases such as load balancing, 
service discovery, traffic routing, and observability in microservices and cloud-native 
environments. 

In our configuration, Envoy serves as a termination point, for secure connections, and decodes 
them for downstream systems like OpenSIPS. This utilizes Envoy’s Layer 4 capabilities, acting as 
a transparent proxy without needing to understand SIP semantics.

By offloading TLS responsibilities to Envoy:
• We simplify certificate management
• Improve security and compliance ( FIPS )
• Gain better traffic control + logging
• Avoid changes to the underlying applications (remaining unaware of the TLS layer)
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Create a EC2 instance – loaded with OpenSIPS, Envoy, other applications

Envoy runs as a sidecar application to OpenSIPS. 

Envoy handles the ingress and egress traffic for EC2, converting SIP connections from TLS to TCP and TCP to TLS.

Envoy is also used for HTTPS to HTTP traffic for sidecar applications. 

System Architecture Overview: OpenSIPS + Envoy + AWS
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Flow

Trusted Communication
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Ingress Flow

Envoy Configuration
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REMOTE

                       TLS

ENVOY (11111)

                        TCP

OPENSIPS (5061)



Port Mappings

Ensuring Envoy gets the TLS traffic
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In our setup we are going to configured OpenSIPS to listen to port 
5061 and Envoy to port 11111

We know Envoy is the gateway for secure traffic on EC2 – How does 
this work?



Redirect Rules

IPTables
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Using the NAT table rules to REDIRECT TCP traffic destined to port 5061 
to Envoy on port 11111.



Envoy Configuration
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https://www.envoyproxy.io/docs/envoy/latest/configuration/configuration

Configuration file - JSON or YAML

Key parameters:

• Listeners – incoming requests

• Filter Chains – request processing

• Clusters - destination



Envoy Configuration - Ingress
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Listeners

Envoy Configuration
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static_resources:

  listeners:

    - name: ingress_listener

      address:

        socket_address:

          address: 0.0.0.0

          port_value: 11111

listener_filters:

- name: original_src

typed_config:

"@type": OriginalSrc

mark: 123



Filters

Envoy Configuration
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filter_chains:

- filters:

  - name: envoy.filters.network.tcp_proxy

    type_config: 

      “@type”: …TcpProxy

      stat_prefix: tcp_proxy

      cluster: ingress_cluster
  

  transport_socket:

  - name: envoy.transport_sockets.tls

    typed_config:

      "@type": …DownstreamTlsContext

      common_tls_context:

         tls_certificates:

            - certificate_chain: server.crt

              private_key: server.key



Clusters

Envoy Configuration
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clusters:

- name: ingress_cluster

  type: STATIC

   load_assignment:

    cluster_name: ingress_cluster

    endpoints:

    - lb_endpoints:

      - endpoint:

          address:

            socket_address:

               address: 127.0.0.1

               port_value: 5061
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Egress Flow

Envoy Configuration
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OPENSIPS

                     TCP

ENVOY 22222

                      TLS

REMOTE



Packet Marking

OpenSIPS TLS via TCP
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Redirect Rules

IPTables
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Using the NAT table rules to REDIRECT marked packets to Envoy on port 22222.



Envoy Configuration - Egress
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Listeners

Envoy Configuration
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---

static_resources:

  listeners:

    - name: example_egress_tls

      address:

        socket_address:

          address: 0.0.0.0

          port_value: 22222

      listener_filters:

        - name: original_dst

          typed_config:

            "@type": OriginalDst



Filters

Envoy Configuration
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filter_chains:

- filters:

  - name: envoy.filters.network.tcp_proxy

    type_config: 

      “@type”: …TcpProxy

      stat_prefix: tcp_proxy

      cluster: egress_cluster



Clusters

Envoy Configuration
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clusters:

- name: egress_cluster

  type: ORIGINAL_DST

  lb_policy: CLUSTER_PROVIDED

  transport_socket: 

     name: envoy.transport_sockets.tls 

     typed_config: 

        "@type":  UpstreamTlsContext 

        sni: "*" 

        common_tls_context: 

           validation_context: 

              trusted_ca:  

                 filename: server.crt



Flow

Trusted Communication
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DEMO

A STEP FURTHER
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Proof of Concept Demo
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https://github.com/purecloudlabs/opensips-summit-2025

 Box
 ______________________________________________________________________
 /  \
 /  \

 UAC  .  iptables  Envoy  OpenSIPS  .  UAS
 |  |  |  |  |
 |-TLS (5061)---->|  |  |  .  |
 |  .  |-SO_MARK: 123-.  |  |  |
 |  |  |  |  |  .  |
 |  .  |<-------------`  |  |  |
 |  |  |  |  .  |
 |  .  |-TLS (11111)---->|  |  |
 |  |  |-TCP (5061, orig. src.)----->|  .  |
 |  .  |  |  ^^^^^^^^^^  |-SO_MARK: 42-.  |
 |  |  |  [from SO_MARK: 123]  |  |  .  |
 |  .  |  |  |<------------`  |
 |  |<------------------TCP to UAS addr. (any dst.)-|  .  |
 |  .  |  | ^^^^^^^^^^^^^^^^^^^^^^^^^^^ |  |
 |  |  |  [catched by SO_MARK: 42] |  .  |
 |  .  |-TCP (22222)---->|  |  |
 |  |  |-TLS (orig. dst.)------------------------------------->|
 |  |  |  |  |

 \  /
 \______________________________________________________________________/



Proof of Concept Demo: UAC Output
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Proof of Concept Demo: OpenSIPS + Envoy Output
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Proof of Concept Demo: UAS Output
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We are going to continue to investigate

Where to go from here?
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Presentation covered a configuration with Envoy to Envoy as TLS tunnel. 

• Internal Servers

• Trusted Parties

Demo took it a step further. Using SIP TLS between a single proxy.

•  SIPp TLS → OpenSIPS (no TLS module) → SIPp TLS

• Strict configuration

What is not working?

1. Mixing and Matching protocols 

2. Must be a proxy

Solutions?

1. Could use a SIP AWARE envoy configuration 

2.  Adding a new protocol module “transport_proxy” – 
• Challenge: SIP is TRANSPORT AWARE
• OpenSIPS could think it is doing TLS networking but sends and receive messages through a TCP socket. 



THANK YOU!
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